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Developing Cybersecurity Programs 
for NSF Projects

Outline
1.
Introduction &
Overview
 

How this happened
     
So, what is a cybersecurity “program?”
Why is a cybersecurity program 
important?
●
●
●
●
    
What are the components of a 
comprehensive program?

NSF Cooperative Agreements
Information Security Requirement 
●
●
●
CA-FATC LF Article 61 and CA-FATC FFRDC Article 64 (7/1/16):
CA-FATC LF Article 61 and CA-FATC FFRDC Article 64:
CA-FATC LF Article 61 and CA-FATC FFRDC Article 64:
●●
●
●
●
●
●
●
●
●
●
●
●
●●
Q&A
2.
Establishing a 
Cybersecurity Program
Establishing a Cybersecurity Program
CTSC Cybersecurity Program Processes 
& Core Tools
Importance of Project Leadership
●
●
●
●
Roles and Responsibilities
●
○
●
○
●
○
Project Relationships 
Play a key role in a cybersecurity program
Project Relationships 
 You are not alone
Challenges of CI projects
●
●
●
●
●
Opportunities in CI Projects
“I’ve got your back”  
●
●
●



Risk-based approaches
●
●
● …
●
●
●
Why risk management?  Flexibility.
●
●
●
●
Why do we find the need to sell you on 
risk management?
…
Where to begin?
“Information Assets”
Tips for Identifying Information Assets

Information Asset Details:
●
●
●
○
○
○
●
○
○
○
●
The ‘CIA’ Triad of Security Objectives

The process for info systems is similar:
Details on information systems:
●
●
●
●
●
●
●
●
Q&A


Selecting Baseline Controls: 
You have options!
●
○
○
●
○
○
●
○
●
●
Best Practices Guides
●
○
○
●
○
Program Evaluation Frameworks & 
Maturity Models
●
●
●
○
○
○
○
Q&A
The Role of Risk Assessments
●
●
●
●
●
●


Risk Assessment is fundamentally….
Q: Are risk assessments the only way to 
allocate resources well?
Risk Assessment Recommendations

Benefits of a Formal Risk Assessment
●
●
●
●
●
Tips for carrying out comprehensive RAs

Case 1… a new project, kickstarting a 
program 
●
●
○
…
●
Case 2… a not-so-new project, 
kickstarting a program
…
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Q&A
3.
Policy Development
Policy Development
●
●
Craig’s Policy Life Cycle:
  
The policy valley of death
Templates!!!
Policies we’ll highlight
●
●
●
●
●
…
…
Master Information Security 
Policy & Procedures (MISPP)
●
●
●
●
●
●
● …
Acceptable Use Policy (AUP)
●
●
●
●
●
●
Incident Response Policy
●
●
●
●
Access Control Policy
●
●
●
●
A note about privacy policies...
●
●
● …
●
●
Policy Development: Tips, Gotchas
●
●
Q&A
Section 4:
Putting It To Work
Education & Implementation
Who cares?
Dangers of 
shadow IT
●
○
●
●
●
Training methods matter.
Training:
●
●
●
●
Providing information is only half the job.



Section 5:
The Daily Joy of 
Operational Security





Continuous Monitoring
i.e., Appropriately Frequent Monitoring
●
○
●
○
●
○
○
External Resources and Partners
●
●
●
●
●
●
●
●
Using External Security Sources
●
●
○
○
●
○
Incident Response
●
○
●
○
○
●
○
○
○
Incident Response Plans
●
●
●
DON’T PANIC
Section 6: 
Keeping Your 
Program Healthy
So you’ve...
Keeping Your Program Healthy Means:
●
●
○
●
●
Congrats, your job is 
security.
…
What should we test and 
how often should we test it?
How much policy review is enough?
Q&A
Section 7: Conclusion
CTSC Cybersecurity Program Processes 
& Core Tools
Putting it all in place
●
●
●
●
●
●
●
Next steps for our team.
Review
Resources
●
○
○
○
○
○
●
○
●
○
●
○
Acknowledgements & Thanks
➔
➔
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Thanks!
Let’s eat.
